Bynet AMI based Server Usage Instructions
· This product may collect your name and email address. This information is sent to and stored by Bynet. This information will only be used to contact the buyer regarding the product support, updates and patches availability. During initial setup you may choose not to submit your information. At any stage you may send email to support@bynet.co.il
 and request to unsubscribe from the notification list
· Support for the product can be obtain by opening a ticket at https://bynetprod.service-now.com/csm
· Navigate to your Amazon EC2 console and verify that you're in the correct region. From the Amazon EC2 console dashboard, choose Launch instance.
·  (Optional) Under Name and tags, for Name, enter a descriptive name for your instance.
· Under Application and OS Images (Amazon Machine Image), choose Browse more AMIs, and then choose the AWS Marketplace AMIs tab. Find a suitable AMI by browsing the categories or using the search functionality. To choose a product, choose Select.
· A dialog box opens with an overview of the product you've selected. You can view the pricing information, as well as any other information that the vendor has provided. When you're ready, choose Continue.
· Choose Instance and select your launched instance. Obtain your <instance_IP_Address/FQDN>
· Select the server to display your metadata page and choose the Status checks tab at the bottom of the page to review if your status checks passed or failed.

· Your service may be accessible at <instance_IP_Address/FQDN >:<service port> as described in the marketplace listing. 
· [bookmark: _Hlk161728646]Bynet AMI contains a setup wizard web page at  http://<your_instance_ip>:8080 after completing the wizard the installer is removed from the system. In order to rerun the wizard you will have to rebuild the instance ; Or connect via Console/SSH with credentials you provided during the installation. Bynet has No access to your instance during the install or at later stages.  
AWS best practices
· Location of all sensitive information is saved within your Landing Zone , no sensitive information / customer data is stored by Bynet

· To configure data encryption configuration please follow https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/services-best-practices.html

· For general encryption best practices please follow https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/general-encryption-best-practices.html
· To add/replace a security key pair please follow official guidelines at Add or remove a public key on your instance - Amazon Elastic Compute Cloud 

· To monitor the health of your EC2/AMI instance please login to the console and follow: https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/monitoring-system-instance-status-check.html
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